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Defini.ons	
  (I)	
  

•  Cloud	
  Compu)ng	
  refers	
  to	
  both	
  the	
  
applica)ons	
  delivered	
  as	
  services	
  over	
  the	
  
Internet	
  and	
  the	
  scalable	
  hardware	
  and	
  
systems	
  so:ware	
  that	
  provide	
  those	
  services.	
  	
  
The	
  services	
  themselves	
  have	
  long	
  been	
  
referred	
  to	
  as	
  So#ware	
  as	
  a	
  Service	
  (SaaS).	
  	
  



Defini.ons	
  (II)	
  

•  The	
  scalable	
  hardware	
  and	
  so:ware	
  is	
  what	
  
we	
  will	
  call	
  a	
  Cloud.	
  	
  

•  When	
  a	
  Cloud	
  is	
  made	
  available	
  to	
  the	
  general	
  
public,	
  we	
  call	
  it	
  a	
  Public	
  Cloud.	
  	
  
This	
  o#en	
  means	
  that	
  one	
  can	
  access	
  a	
  cloud	
  
for	
  free	
  or	
  in	
  a	
  pay-­‐as-­‐you-­‐go	
  manner.	
  

•  The	
  service	
  being	
  sold	
  is	
  U,lity	
  Compu,ng.	
  



Defini.ons	
  (III)	
  

•  We	
  use	
  the	
  term	
  Private	
  Cloud	
  to	
  refer	
  to	
  
scalable	
  hardware	
  and	
  soLware	
  of	
  a	
  business	
  
or	
  other	
  organiza.on,	
  not	
  made	
  available	
  to	
  
the	
  general	
  public.	
  	
  



Characteris.cs	
  of	
  clouds	
  
•  illusion	
  of	
  infinite	
  compu)ng	
  resources	
  
(because	
  of	
  scalability)	
  

•  elimina,on	
  of	
  an	
  up-­‐front	
  commitment	
  by	
  
Cloud	
  users,	
  thereby	
  allowing	
  companies	
  to	
  
start	
  small	
  and	
  increase	
  hardware	
  resources	
  
only	
  when	
  there	
  is	
  an	
  increase	
  in	
  their	
  needs	
  	
  

•  The	
  ability	
  to	
  pay	
  for	
  use	
  of	
  compu@ng	
  
resources	
  on	
  a	
  short-­‐term	
  basis	
  as	
  needed	
  
(e.g.,	
  processors	
  by	
  the	
  hour	
  and	
  storage	
  by	
  
the	
  day)	
  	
  



Why	
  CC	
  now?	
  (I)	
  

•  economies	
  of	
  scale	
  (prices	
  of	
  2006):	
  

•  infrastructure	
  costs	
  (eg,	
  electricity)	
  



Why	
  CC	
  now?	
  (II)	
  
•  load	
  balancing	
  difficult	
  in	
  private	
  data	
  centers:	
  



Why	
  CC	
  now?	
  

•  large	
  Internet	
  companies	
  (amazon,	
  Google,	
  
etc.)	
  had	
  to	
  run	
  huge	
  data	
  centers	
  anyway	
  as	
  
their	
  core	
  business	
  with	
  excess	
  capaci.es	
  
=>	
  addi)onal	
  revenue	
  stream	
  that	
  also	
  
reduces	
  excess	
  capaci)es	
  

•  by	
  having	
  to	
  run	
  huge	
  data	
  centers	
  they	
  
significantly	
  improved	
  the	
  technology	
  to	
  
manage	
  them	
  

•  improved	
  internet	
  infrastructure	
  



Spectrum	
  of	
  CC	
  

Amazon'Web'Services' Microsoft'Azure' Google'AppEngine' 

•'x86'Instruction'Set'Architecture'
(ISA)'via'Xen'VM'

•'Computation'elasticity'allows'

scalability,'but'developer'must'

build'the'machinery,'or'third'party'
VAR'such'as'RightScale'must'

provide'it' 

•'Microsoft'Common'LanK'guage'
Runtime'(CLR)'VM;'common'

intermediate'form'executed'in'

managed'enviK'ronment' 
•'Machines'are'proviK'sioned'
based'on'declarative'descriptions'

(e.g.'which'“roles”'can'be'

replicated);'automatic'load'

balancing' 

•'Predefined'application'structure'and'
framework;'programmerKprovided'“hanK'

dlers”'written'in'Python,'all'persistent'

state'stored'in'MegaStore'(outside'

Python'code)' 
•'Automatic'scaling'up'and'down'of'

computation'and'storage;'network'and'

server'failover;'all'consistent'with'3Ktier'

Web'app'structure' 
'

computa.onal	
  model	
  (VM):	
  



Spectrum	
  of	
  CC	
  
storage	
  model:	
  

Amazon	
  Web	
  Services	
   MicrosoL	
  Azure	
   Google	
  AppEngine	
  



Spectrum	
  of	
  CC	
  

networking	
  model:	
  

Amazon	
  Web	
  Services	
   MicrosoL	
  Azure	
   Google	
  AppEngine	
  



Top	
  10	
  Obstacles	
  and	
  
Opportuni.es	
  for	
  CC	
  



1)	
  availability	
  

•  down-­‐.me	
  of	
  dominant	
  cloud	
  providers	
  is	
  
extremely	
  low	
  

•  but:	
  cloud	
  is	
  a	
  single	
  point	
  of	
  failure;	
  using	
  
mul.ple	
  clouds	
  (redundancy)	
  is	
  not	
  an	
  op.on	
  
today	
  (incompa.bility)	
  

•  Distributed	
  Denial	
  of	
  Service	
  aYacks:	
  target	
  
shiLed	
  to	
  cloud	
  provider	
  



2)	
  data	
  lock-­‐in	
  

•  clouds	
  are	
  currently	
  proprietary	
  
•  problem	
  if	
  more	
  specific	
  clouds	
  are	
  used	
  

•  specula.on:	
  standard	
  APIs	
  not	
  to	
  be	
  expected	
  
in	
  the	
  near	
  future	
  (5	
  years)	
  



3)	
  data	
  confiden.ality	
  and	
  
auditability	
  

•  technology	
  perspec.ve:	
  encryp.ng	
  data	
  
before	
  placing	
  it	
  in	
  a	
  cloud	
  may	
  be	
  even	
  more	
  
secure	
  than	
  unencrypted	
  data	
  in	
  a	
  local	
  data	
  
center	
  

•  poli.cal	
  perspec.ve:	
  laws	
  that	
  require	
  
customer/ci.zen	
  data	
  to	
  be	
  kept	
  within	
  
na.onal/EU	
  boundaries	
  



4)	
  data	
  transfer	
  boBlenecks	
  

•  10	
  TB:	
  
10	
  ∗	
  1012	
  Bytes	
  /	
  (20	
  ×	
  106	
  bits/second)	
  =	
  (8	
  ×	
  
1013)/(2	
  ×	
  107)	
  seconds	
  =	
  4,000,000	
  seconds,	
  
which	
  is	
  more	
  than	
  45	
  days	
  	
  

•  remedy:	
  express	
  mailing	
  of	
  disks	
  



5)	
  performance	
  unpredic.bility	
  

•  main	
  memory:	
  no	
  problem	
  
•  I/O:	
  16%	
  variability	
  
remedy:	
  flash	
  memory	
  

•  high	
  performance	
  compu.ng:	
  requires	
  
synchronized	
  scheduling	
  of	
  tasks,	
  which	
  
today's	
  VMs	
  and	
  opera.ng	
  systems	
  do	
  not	
  
provide	
  

•  remedy:	
  "gang	
  scheduling"	
  for	
  CC	
  



6)	
  scalable	
  storage	
  

•  problem:	
  varying	
  richness	
  of	
  query	
  and	
  
storage	
  API,	
  of	
  performance	
  guarantees	
  and	
  
the	
  complexity	
  of	
  data	
  structures	
  

•  research	
  opportunity:	
  create	
  CC	
  storage	
  
system	
  that	
  overcomes	
  these	
  limita.ons	
  



7)	
  debugging	
  in	
  massively	
  
distributed	
  systems	
  

•  problem:	
  bugs	
  oLen	
  cannot	
  be	
  reproduced	
  in	
  
smaller	
  configura.ons	
  

•  research	
  opportunity:	
  create	
  appropriate	
  
VMs/debugging	
  concepts	
  and	
  tools	
  



9)	
  reputa.on	
  fate	
  sharing	
  

•  one	
  cloud	
  user's	
  bad	
  behavior	
  can	
  affect	
  the	
  
reputa.on	
  of	
  the	
  cloud	
  as	
  a	
  whole	
  

•  remedies:	
  reputa.on-­‐guarding	
  services	
  !?	
  

•  ques.on	
  of	
  transfer	
  of	
  legal	
  liability:	
  for	
  
example,	
  is	
  the	
  conpany	
  that	
  sends	
  spam	
  or	
  
the	
  cloud	
  provider	
  liable	
  



10)	
  soLware	
  licensing	
  

•  CC	
  incompa.ble	
  with	
  one-­‐.me	
  purchases	
  
•  remedy:	
  pay-­‐as-­‐you-­‐go	
  licensing	
  models	
  


